Soft

Token
User Guide

- —_—

gunun,“

GG =]

J
NATIONAL BANK oF EGYPT U ||}

www.nbe.com.eg




G NEEL]) |_|
’

NATIONAL BANK OF EGYPT

Welcome to one of the safest online banking services. National Bank of Egypt (NBE) is
committed to providing the highest level of security for its online banking services to
cater for your needs. NBE's soft token is designed to provide more security for your
online banking transactions.

e Overview of NBE's soft token
e OTP authentication to activate the soft token App
e Downloading and activating the soft token App

o Downloading the soft token App
o Activating the soft token App via QR Code
o Activating the soft token App by entering the activation data manually

e Adding new user

e Renaming user

e Deleting user

e Authentication of financial/non-financial transactions via OTP

e Activating Biometric Authentication on the soft token App " Touch ID Only"
e Deactivating Biometric Authentication on the soft token App "Touch ID Only"
e Changing the PIN

e Forgot your PIN

e About the App

e language
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NBE's soft token is a mobile phone application that allows you to make your online and
mobile banking transactions based on an efficient and secured authentication. The soft
token generates a one-time password (OTP) for each financial/non-financial transaction
executed via internet and mobile banking services. The App can be downloaded via
Google Play/ App Store.
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2. OTP authentication to activate the soft token App

= %J—Wfiﬁln

NATIONAL BANK OF EGYPT

ma cial and non financial transaction
n NBE Internet and Mobile Banking.
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Soft Token Activation

OTP number will be sent on your registered Mobile Number / Email. This code is confidential , kindly don't share it with anyone.

Enter OTP

Disclaimer:
« Kindly review and check the Services “terms and conditions™ and declare that you are aware of, and responsible for, all transactions to be

executed without any liability on the part of the Bank.
* Make sure to set the timing of your device on “Automatic” in order to avoid any problem regarding the service activation or usage and

camera using.
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I) Log into Al Ahly Net or NBE Mobile using the user ID and password.

2) Select “Token Services” from the main menu.

3) Select “Soft Token Services”.

4) Select “Soft Token Activation”.

5) Enter the OTP sent to your mobile phone number/Email address registered with
the Bank.

6) Tick the Terms & Conditions for approval.

7) Press “Submit”.

Note: The OTP will be sent to the mobile phone number/ email address registered
with the Bank. Enter the OTP in the designated field on the screen. The OTP is
confidential; please do not share it with anyone.
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3. Downloading and activating the soft token App
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Now you can activate NBE Soft Token and make all your financial and non financial transaction.
Token Services are Required to carry out Financial, Non-Finacial Services in NBE Internet and Mobile Banking.
Enter OTP Sent on E-Mail/Mobile to Continue.

Please Follow Soft Token Activation steps

Soft Token Activation Data
Activation ID

Activation Code

Activation Steps

= Download the Soft token Application from App Store/Goosgle Play Store for
10S/Android.

= Plezse Open NBE Soft Token Application.

« Activate Soft Token Application using Activation ID and Activation Password or Scan

QR -Code.
= For help kindly contact NBE call center on 19623

Download NBE Soft Token

Download for Android

Download for 105

SOFT TOKEN USER GUIDE GO TO DASHBOARD

First: Downloading the soft token App
Download the soft token App for Android/ iOS directly via Google Play/ App Store.

Activate the soft token App by scanning the QR Code or entering the
activation data.




S| =]

NATIONAL BANK oF ecvpT U ||

Second: Activating the soft token App via QR Code

|. Open the soft token App.
2. Press " Scan QR Code for online activation" to activate the soft token App.

ATION IME

l_l Enter activation data for
'  online activation

Scan QR Code for
online activation

(¥ oOnline help

Q Help
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3. Scan the QR Code on the left side of the screen of Al Ahly Net/ NBE Mobile
screen

NATIONAL BANK OF EGYPT U |

Sorc rancial and non financial tra
ces in NBE Internet and Mobile Banking,

No: u can activate 1 and make all your fi
Token ken Services are Required to ancial, Non-Finacial Servi

Please Follow Soft 1oken Activation steps

Soft Token Activation Data

Activation ID.

Activation Code

SOFT TOKEN USER GUIDE

GO TO DASHEOARD
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4. Create a PIN consisting of 6 to 9 digits/letters. Then, the soft token App will be
activated and can be used.

Confirm

PIN code

Confirm New PIN code

AAAAAAAAAAAAAAAAA

Third: Activating the soft token App by entering the activation data "
Manually"

|. Open the soft token App.

2. Press “Enter activation data for online activation”.




GNAIHIT] m

NATIONAL BANK OF EGYPT

Activation method:

Iq, Enter activation data for
online activation
Scan QR Code for
online activation
l :i Online help
@ Help
SN HIK éli,n|_|

NATIONAL BANK OF EGYPT

3. Enter the activation ID and activation password shown on the right side of Al Ahly
Net/ NBE Mobile screen on the soft token App.

Token Token Servces are Reguoed to carry out Frsancal Nos-Fonacial Servces in NEE Inernet and Moble Baskng
Astiration Entar OTF St oo £-Had Mok 1 Cantios.

o Please Follow Soft Token Activation steps

Soft Token Activation Data
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4. Create a PIN consisting of 6 to 9 digits/letters. Then, the soft token App will be
activated and can be used.

User Activation Confirm

PIN code

Confirm New PIN code
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Notes:
I. Make sure that the mobile phone is connected to the internet when entering the
activation data or scanning the QR Code to activate the soft token App.
2. Make sure that the time of your device is set to "Automatic” to avoid any problem
with activation, use or camera access permission.
3. Enter the activation ID and the activation password in the same order and the
same letter case, i.e. capital or small letter.
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4. Adding new user

. Go to “Settings”. -
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[ Visit nBE website |
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2. Select "Add new user" and follow the previous steps to activate a new user by
scanning the QR Code or using activation data.

%) Help

Biometric authentication

Online time
synchronization

)
(@D

D Change PIN code
,

—9

User information

Add new user
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Rename user

]

X

Delete user
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5. Renaming user

. Go to “Settings”.

2. Press “Rename User”.

3. Enter the user’s name, or select user’s name if there is more than one user
activated on the soft token App. Type the new name and press “Confirm”.

Rename user
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6. Deleting user

. Go to “Settings”. -

2. Press “Delete User”.
3. The screen will display “Do you want to delete user?”; press “Yes”. If there is more
than one user activated on the soft token App, select the user and press “Yes”.

Do you want to remove the user from
Soft Token Application
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7. Authentication of financial/non-financial transactions
While you execute the transaction via Al Ahly Net/ NBE Mobile, a field will appear to
authenticate the financial/non-financial transaction through the soft token App.

I. Open the soft token App and press “OTP”.

oTP

E Visit NBE Website

SHAMI ]
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2. Enter the PIN and press “Confirm”. If there is more than one user activated on the

soft token App, select the user first, then enter the PIN or use Touch ID to create
an OTP.

PIN code
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3. The OTP will appear on the soft token App screen. Enter the OTP on Al Ahly Net/
NBE Mobile screen to complete the authentication of the financial/non-financial
transaction.

Generated OTP:

03109215

Serial number:
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Remaining time
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8. Activating Biometric Authentication on the soft token App

|. Go to “Settings” -

2. Press “Biometric Authentication”
3. The screen will display “Do you want to activate Touch [D?” Press “Yes”.

@ Help

% Biometric authentication

Change PIN code
@ Online time i Do you 1\_/;:2:‘ tl% :ctlvate
+ synchronization g ‘

Yes No

&9 User information

+
&5 Add new user
MATIONAL BANK OF &
Rename user
x
{5 Delete user

4. Enter the PIN and press “Confirm” and authenticate with Touch ID activated on
your device
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PIN code

Touch ID for
“NBE Token"

Please confirm using your
Touch ID.
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9. Deactivating Biometric Authentication on the soft token App

|. Go to “Settings” -

2. Press “Biometric Authentication”.
3. The screen will display “Do you want to deactivate Biometric Authentication?”

@ Help

e Biometric authentication

Press “Yes”.

i Online time
euvnchranizatinn

= Do you want to deactivate

@ Touch ID?

[@ Lanauaae ]
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4. Use the Touch ID activated on your device to be deactivated by the App.

Touch ID for
“NBE Token"

Please confirm using your
Touch ID.

10. Changing the PIN

|. Go to “Settings”. -

2. Press “Change PIN Code”.
3. Enter the old PIN.

4. Enter the new PIN and then renter to confirm.
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Current PIN code

New PIN code

Q Biometric authentication

Confirm New PIN code

{
\

EI Change PIN code

D Online time
¢ synchronization

User information

> Add new user

( @A\M@iﬂﬂ GHHIHI) n
NATIONAL BANK OF EGYPT NATIONAL BANK OF EGYPT
Rename user
T x
D Delete user
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1. Forgot your PIN?

In case you forget the soft token PIN, you have five consecutive invalid attempts to
enter your PIN, after which the soft token App will be deactivated. You can reactivate
the soft token App by following the previous activation steps.
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12. User Information

To get the information of your soft token App, go to “Settings” and press “User
Information”. The screen will display the following:

» Application serial number: shows the application's serial number and instance
number.

+ Activation ID: the code that appears on the activation screen of Al Ahly Net/ NBE
Mobile when you activate the soft token for the first time.

» User Identifier: shows ID USER and user type (retail).

User information

Serial number:
Activation ID:

User identifier:

Phone GMT time:
Client/server time shift:

Build:
4.28.1
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13. Language
You can choose the App language by selecting “Arabic” or “English” from “Settings”,
then selecting the preferred language.

English

Al
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